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Over the past three decades, cyberspace has increasingly emerged as a critical domain for 
offensive and defensive operations, drawing the attention of Western militaries, including the 
Canadian Armed Forces (CAF). Recognizing the strategic importance of this evolving landscape, 
the Department of National Defence and CAF embarked on developing a robust capability to 
safeguard the CAF's expanding presence in cyberspace and execute defensive measures crucial 
for national security. This would culminate in the recent creation of CAF Cyber Command 
(CAFCYBERCOM), a major milestone in Canada’s cyber defence. Historically, CAF leadership 
regarded computer network operations as support or peripheral elements within the C4ISR 
framework, relegating cyber operations to a tertiary role. This lack of broad acceptance in DND/CAF 
and minimal government engagement since its development has meant that the development of 
cyber capabilities and policy has been conducted in an ad hoc and inconsistent manner. Despite 
this recognition in the early 2010s, the progression of CAF cyber forces has encountered 
challenges stemming from institutional and cultural factors affecting the broader digital enterprise 
of DND/CAF. However, after nearly a decade of concerted effort, the CAF has achieved an initial 
operating capability for defensive and offensive operations, exemplified by collaborative offensive 
cyber operations with the Communications Security Establishment (CSE), the deployment of the 
CAF’s inaugural hunt forward operation in Latvia, and the creation of CAFCYBERCOM. This talk 
delves into historical contexts, technological advancements, and operational challenges, shedding 
light on the evolving significance and impact of CAF cyber operations and CAFCYBERCOM on 
national security and defence capabilities. 

 


