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Grey zone actors continue to utilise information disorder to achieve their strategic objectives. This 
includes the weaponisation of human rights, the initiation of armed conflict based on the perversion 
of jus ad bellum, and the breakdown of jus in bello through misinformation, malinformation, and 
disinformation. Malign actors attack the foundation of the international rules-based order, 
attempting to supplant it as they establish the foundations of authoritarian international law. The 
doctrine of effective control, state sovereignty, and the right of self-defence will be examined with 
respect to information disorder. This includes the role of disinformation in India’s potential causus 
belli against Pakistan in early 2025. It examines state responsibility in the curtailment of information 
disorder where information shared by apparent non-state actors within a state’s defined territory 
prolongs or intensifies conflict. Finally, it considers the use of disinformation as a substitute for 
military means and the implications for the law of armed conflict. It examines the disconnect 
between the conventional wisdom that only an armed attack will give rise to the right to self-defence 
and the assertions of malign actors. The essay also considers countermeasures, including the need 
for the international community to develop resilience against information disorder within the 
confines of concept-rich rule of law. This includes the importance of a whole-of-society approach 
to countering information disorder and the role of media outlets. 

 


