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INTRODUCTION

Vulnerability analysis is a key aspect for the development of methodologies to define
the levels of protection in critical infrastructures (CI). This article is the result of an
investigation that seeks to discuss the concept of vulnerability the methodologies and
processes for its assessment in CI facing terrorist threat, with particular focus on the
development of an analysis model, exploring a multicriteria method in support to decision,
in order to limit the risks in the maximum extent possible.

Through a qualitative research methodology, based on the analysis dimensions Threat
and Infrastructure and their respective variables, we attempted to conceptualize the
vulnerability, after which we proceeded to identify, characterize and analyze the variables in
order to be able to categorize those dimensions, identifying posible factors of analysis.
Based on the analyzed dimensions and variables, an algorithm was modeled and tools were

created to transform qualitative judgments into quantitative assessments.

CONCEPTUAL FRAMEWORK

There are two interpretations of the vulnerability’s concept. One is that vulnerability
consists on combining the attractiveness of na infrastructure as a target and the level of
deterrence or protection provided by existing countermeasures (Renfroeand Smith, 2016), in
other words, represents the probability of success of an attack. Almeida, citing Apostolakis
and Lemon (2003:362), defines vulnerability as the "expression of inherent states of the
system (whether physical, technical, organizational, cultural) that can be exploited by
adversaries to damage or cause damage to the system" (2011, p.15). In this second aspect,
vulnerability emerges as a characteristic (physical, procedural, etc.) of the infrastructure that
can be exploited by the threat, that is, a weakness. Although they are two distinct concepts,
the first, a general concept and the second, a particular concept, they are mutually

complementary.



Vulnerability analysis is the process that a commander or a person in charge of a
critical infrastructure employs to determine the susceptibility of an infrastructure to a

terrorist’s attack or, by other words, the likelihood of success of an attack.

VULNERABILITY ANALYSIS MODEL

In order to determine the vulnerability of a CI, it is necessary to apply a methodology,
based on a sequential, interactive, analytical and algebraic algorithm, to transform the
qualitative judgments obtained from the threat and infrastructure assessment into
quantitative values that can be used, analitically, to determine, in percentage, the probability

of success of a terrorist attack using explosive devices against the CI.
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Figure 1 — Algorithmic model for vulnerability analysis
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Thus, vulnerability is a value dependent on the probability of success of an attack
(Morgesonet al, 2011, p. 24):
Vulnerability (V) = Probability (Success|Attack)
V=P(S|4) (1)
The calculation of its value is directly related to the level of threat (A), to the value of
the CI for the user (Vcr/vs) and to the value of the CI for the agressor (Vcrag).
In an algebraic form:
V=P(S|A) —=V=AVcrvsVcrag — V=Y, (A,Vci/vs, Vcrag), (2)
Wherein:
(1) The threat level (A) is obtained in function of four factors: Operational capability
(Co), Intention (In), Activity (At) and Operational environment (Ao):
A =f(Co,In,At,Ao0) —A =Y (Co,In,At,Ao) 3)
(2) The value that the CI has for the user is determined by four factors: criticality (Cr),
impact (Im), replaceability (Sb)and public importance (Ip):

Y.(Cr,Im,Sb,Ip)

Vicwe= f (Cr,dm,Sb,Ip)—Vicun T3 Max(Cr.im,sb.1p)

(4)

(3) The value that the IC has for the terroristis a function of eight factors: location
(Lc), publicity (Pu), accessibility (Ac), availability (Ds), dynamics (Dn), visibility
(Vs), effort (Es)and security and safety measures (Ms):

Y.(Lc,Pu,Ac,Ds,Dn,Vs,Es,Ms)
Max (Lc,Pu,Ac,Ds,DnVs,Es,Ms)

(3)

The value V represents, in addition to the probability of success of a terrorist attack,

Vicag =f (Le,Pu,Ac,Ds,Dn,Vs,Es,Ms)—Vic/4e= 5

the CI vulnerability in percentage.
Associated with a certain range of probability of success of an attack, or percentage of

vulnerability, is a certain level of vulnerability, which is determined by applying the

following table.
Table 1 — Determination of Vulnerability level
Vulnerability Level Probability
<=0,3 0,31-0,50 | 0,51-0,74 | 0,75-0,89 0,90-1

Very High X

High X
Medium X

Low X

Very Low X

Source: Adapted from (US DoD, 2008, p. 3-34)
As any analysis and decision-making process the human factor is paramount for the
application of any algorithmic model, especially when subjective judgments arise in this

process and depend on the analyst's and the decision maker's intellectual and emotional
skills.



The integration of the MACBETH (Measuring Attractiveness by a Categorical Based
EvaluationTechnique) - a multicriteria model to support decision — allows the analyst, based
on the perceptions and preferences of the decision-maker, to define his own criteria weights
in order to approach his qualitative observation of the problem to a quantitative solution,
without doubt, an added value for this process.

The vulnerability analysis is one of the initial steps in the process of protection of CI,
so the results of this research contribute to increase conceptual knowledge and constitute a

tool to support the decision-making.
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