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Building Defence Capability for Future Uncertainty is a timely volume from established and 
new scholars and practitioners who met in Stockholm in 2024 at the International Society 
of Military Sciences annual conference. How should small democratic countries prepare 
for new security challenges? The original research in this volume addresses strengthening 
domestic defence, modernizing military capabilities, improving professional military 
education, and fostering better public-private cooperation.  
 
As an uncertain future confronts educators, defence planners, and technical staff, this 
collection will provoke thoughtful discussions and new approaches. 
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Foreword 
 

There are at least three reasons behind the abrupt shift, in the first half of the 2020s, from 
drowsy inattention to a reinvigorated focus on building new and better defense capabilities. One 
reason is the dizzying speed of technological evolution in the world’s most advanced economies 
driven by rapid scientific innovation, intense competition and corporate profit-seeking, as well as 
war itself. Another is the growing political ambitions of several world leaders, apparently seeking 
to break free from the relative complacency of their post-Cold War predecessors. A third reason 
is the sheer necessity of scaling up defense forces and improving the skills of military 
professionals, in order to be in a position to deter and defend against adversaries not seldom 
influenced by the two aforesaid developments.  

 
This volume speaks primarily to the latter set of issues. The powerful impetus 

experienced by governments and institutions charged with building new and better defense 
capabilities will no doubt serve to energize and accelerate the efforts of people, businesses and 
military organizations in the second half of the 2020s and beyond. The same goes for academies 
and universities responsible for the research and education of soldiers, officers and auxiliary 
civilian staff. It is not enough to simply ramp up production and activities, relying on legacy 
programs and generic knowledge. Before scaling up, military educational institutions must take 
into account how the world of warfare is changing in ways that substantively alter the 
preconditions for tactics, operations and strategy. Moreover, tomorrow’s war will be fought with 
the capabilities that we design, acquire and deploy today (as well as with yesterday’s 
equipment), along with doctrine developed to align with the former. In part, this presupposes 
careful reflection and planning rather than short-termism, so that defense capabilities are up to 
the tasks of the future. That being said, we also need to suppress the understandable desire to 
consistently optimize the new capabilities which we procure and instead make room for 
pragmatic adaptation and subsequent improvement once systems come online. Key qualities 
going forward must be defense capabilities that can be mass produced, are agile and deployable 
across a wide range of contingencies, and the software of which can be easily updated. For 
defense forces that rely on conscripts, ease of use must be factored in already at the design 
stage.  

 
The 2024 ISMS Annual Conference placed a premium on scholarly and military- 

professional contributions that revolved around the overarching theme of competing priorities at 
a time of rising military expenditures: “Scaling Up, Learning Lessons, Ensuring Quality.” In 
putting together this volume based on papers that in one way or another addressed this theme in 
the context of building defense capabilities, the authors and editors have sought to enhance our 
understanding of how to best weigh options that live up to all three of those fundamental 
objectives. In the transatlantic area and across the world, many of us will be preoccupied with 
getting the right blend of such priorities in the coming five to ten years. 
 
 
 

Kjell Engelbrekt 
 

President, International Society of Military Sciences (ISMS) 
 

28 July 2025 
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Preface 
 
In September 2024 soldiers and scholars from more than twenty countries gathered at the 

Swedish Defence University in Stockholm to present and discuss new research at the annual 
conference of the International Society of Military Sciences. The conference theme of Scaling Up, 
Learning Lessons, Ensuring Quality gave participants an opportunity to reflect on the rapid 
changes to global security since Russia’s invasion of Ukraine in 2022. The Book of Abstracts has 
now been published as a record of every paper presented at the Conference. This volume serves 
to continue the discussion of a subject central to the military profession and national security. How 
can small countries build defence capabilities for an uncertain future?  

 
Since September 2024, the world has become more uncertain, with continuing and 

evolving wars in Ukraine and the Middle East, and a new tariff war threatening to undermine the 
stability of the global economy while the US pushes its allies to spend more on defence. Parallel 
to the ISMS conferences in Stockholm (September 2024) and Amsterdam (October 2025) the 
NATO Defence Economics Working Group has met in Bordeaux and will produce papers by 
distinguished defence economists on how best to achieve and take advantage of the new and 
higher spending targets. As we focus on building capabilities in small countries, defence 
economics becomes everyone’s business. These papers will be published separately. 

 
The four sections of this collection address strengthening domestic defence, modernizing 

military capabilities, improving professional military education, and fostering public-private 
cooperation. Authors hail from the member and partner countries of ISMS, and we are pleased to 
welcome individual contributors from other countries, whether or not they are small and 
democratic. Contributions at the ISMS are welcomed from young scholars and new practitioners, 
and from grizzled veterans who bring decades of experience to the discussions. We are grateful 
to the many reviewers who have helped to advance the essential work of the Society, and our 
thoughts are with those who struggle for the security of their countries and the safety of their 
citizens in difficult times. 
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EEZ - Exclusive Economic Zone 
EFIS - Estonian Foreign Intelligence Service 
EMIC - The Estonian Military Intelligence Centre 
EMP - Electromagnetic Pulse 
EU - European Union 
EW - Electronic Warfare 
FCAS - Future Combat Air System 
FHSS - Frequency Hopping Spread Spectrum 
FRT - Future Reality Tree 
FSO - Free-space optical 
GDPR - General Data Protection Regulation 
GenAI - Generative AI 
GEO - Geostationary Satellites 
GMACCC - Global Military Advisory Council on Climate Change 
GRU - Russian military intelligence 
HF - High-Frequency 
HIPS - Host-Based Intrusion Prevention Systems 
HUMIT - Human Intelligence  
IAI - Israel Aerospace Industries 
IBTS - Individual Battle Task Standards 
IDF - Israel Defense Forces 
IEEE 802.1AE - MACsec 
IFTS - International Flight Training School 
IHL - International Humanitarian Law 
IHRL - International Human Rights Law 
IJVs - Joint Institutional Ventures 
INS - Intermediate Nodes 
IoBT - Internet of Battlefield Things 
IoMT - Internet of Military Things 
IPR - intellectual property rights 
ISE - Initial Support Estimate 
ISR - Intelligence, Surveillance, and Reconnaissance 
ISS - Estonian Internal Security Service 
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ITS - Intelligent Tutoring Systems 
JAS - Security Authorities Act (julgeolekuasutuste seadus) 
JIT - Just-in-Time 
JRC - European Commission Joint Research Centre's 
KAP - Knowledge, Attitude, and Practice 
KAPO - Estonian Security Police (Kaitsepolitseiamet). 
KKS - Defence Forces Organisation Act (kaitseväe korralduse seadus) 
KM - Knowledge Management 
LAWS - Lethal Autonomous Weapon Systems 
LEO - Low Earth Orbit Satellites 
LGS - Leonardo Global Solutions 
MDO - Multi-Domain Operations 
MEO - Medium-Earth Orbit Satellites 
MFA - Multi-Factor Authentication 
MIC - Military-Industrial Complex 
MIDD - Latvian Defence Intelligence and Security Service, (Militārās izlūkošanas un drošības 
dienests, saīsināti)  
MIPv6 - Integration of Mobile IPv6 
MNs - Mobile Nodes 
MoD - Ministry of Defence’s 
MP - Military Police 
NATO - North Atlantic Treaty Organization 
NC - Necessary Conditions 
NCOs - Non-Commissioned Officers 
NEMO - Network Mobility Protocols 
NKVD - People's Commissariat for Internal Affairs 
NOAA - US National Oceanic and Atmospheric Administration 
Nordefco - Nordic Defence Cooperation 
NPM - New Public Management 
NVIS - Near Vertical Incidence Skywave 
OI - Organisational Innovation 
OSINT - Open-Source Intelligence 
PD - Professional Development 
PER - Performance Evaluation and Review 
PFS - Perfect Forward Secrecy 
PL - Project Leader 
PLARF - The People’s Liberation Army Rocket Force 
PMCs - Private Military Companies 
PME - Professional Military Education 
PMIPv6 - Enhancements to Proxy Mobile IPv6 



Foreword 

32 
 

PMO - Program Management Office 
PPPs - Public Private Partnerships 
PPT - Physical Performance Test 
QKD - Quantum Key Distribution 
R&T - Research and Technology 
RF - Radio Frequency 
Riigikogu - Parliament of Estonia 
ROC - Resistance Operating Concept 
ROTP - Regular Officer Training Plan 
S&T - Science and Technology 
SAB - Constitution Protection Bureau (Satversmes aizsardzības birojs) 
SAFE - Security Action for Europe 
SATCOM - Satellite Communication 
SCS - South China Sea 
SDN - Software-Defined Networking 
SDP - Software-Defined Perimeters 
SDRs - Software-Defined Radios 
SECI - Socialization-Externalization-Combination-Internalization 
SFIA - Skills Framework for the Information Age 
SHF - Super High Frequency 
SIGNIT - Signals Intelligence 
SIPRI - Stockholm International Peace Research Institute 
SMEs - Small and Medium Enterprises 
SOEs - State-Owned Enterprises 
SoI - System of Interest 
SoS - Systems-of-Systems 
SSCL - Space Strategies Consulting Ltd 
TACSAT - Tactical satellite communications 
TCNs - Tactical Communication Networks 
TCP/IP - Transmission Control Protocol/Internet Protocol 
TOC - Theory of Constraints 
TSR - Time, Space, and Relative Strength 
UAE - United Arab Emirates 
UAVs - Unmanned Aerial Vehicles 
UDE - Undesirable Effects 
UHF - Ultra-High Frequency 
UK - United Kingdom 
UN - United Nations’ 
UNCLOS - United Nations Convention on the Law of the Sea 
UNDP - United Nations Development Programme 
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UNEP - United Nations Environment Programme 
UNESCO - United Nations Educational, Scientific and Cultural Organisation 
UPS - Uninterruptible Power Supplies 
USAFNC - US Air University Negotiation Centre 
VC - Axon Ventures Capital 
VDD - Latvian State Security Service (Valsts drošības dienests)  
VHF - Very High Frequency Radios 
VSD - Latvian civilian intelligence service (Valstybės saugumo departamentas) 
WHO - World Health Organization 
WPNP - US West Point Negotiation Project 
ZT - Zero Trust 
ZTA - Zero Trust Architecture 
 

 


