Building Defence Capabilities
for Future Uncertainty

Edited by
Laurenz Furst, Ugurhan Berkok, David Last, Odin Bartsch







Building Defence Capability for Future Uncertainty is a timely volume from established and
new scholars and practitioners who met in Stockholm in 2024 at the International Society
of Military Sciences annual conference. How should small democratic countries prepare
for new security challenges? The original research in this volume addresses strengthening
domestic defence, modernizing military capabilities, improving professional military
education, and fostering better public-private cooperation.

As an uncertain future confronts educators, defence planners, and technical staff, this
collection will provoke thoughtful discussions and new approaches.

Laurenz Frst is Chair of the Working Group on Security and Defence Policy
of the International Society of Military Sciences. He works for the Austrian

‘;—/. Ministry of Defence.

Ugurhan Berkok is Chair of the NATO Working Group on Defence
Economics and Co-Chair of the Working Group on Defence Economics and
Management of the International Society of Military Sciences. He teaches
Economics at the Royal Military College of Canada and Queen’s University,
Kingston.

David Last is the Secretary of the International Society of Military Sciences
and teaches Political Science at the Royal Military College of Canada.

Odin Bartsch is a former editor of the Queen’s University Journal
Federalism-e and is preparing to serve as a Public Affairs officer in the
Canadian Armed Forces.

The International Society of Military Sciences (www.isofms.org) is a consortium of defence
universities in small democratic countries that collaborate for mutual improvement.

The Polish Association for Security aims to improve security in the broadest sense through
education, prevention, and collaboration.

NATO’s Defence Education Enhancement Program (DEEP) is a collaborative initiative that
supports partner nations in reforming and strengthening their professional military education
systems through curriculum development, faculty training, and strategic guidance.

ii



fii



Building Defence Capabilities for Future
Uncertainty

Edited by
Laurenz Furst, Ugurhan Berkok, David Last and Odin Bartsch

NATO DEEP

Anticipated Publication December 2025



Cover image: developed by copilot from composite images.
Building Defence Capabilities for Future Uncertainty

First published 2025 by NATO DEEP e-Academy Press
Uniwersytet Warmirisko-Mazurski w Olsztynie ul. Michata Oczapowskiego 2 10-719 Olsztyn,
Poland

and the Polish Association of Security Studies at the War Studies University of Poland, War
Studies University (Akademia Sztuki Wojennej) al. gen. Antoniego Chrusciela “Montera” 103 00-
910 Warsaw-Rembertéw, Poland.

This publication is part of the Defence Education Enhancement Programme (DEEP) series
inspired by collaboration with the International Society of Military Sciences (www.isofms.org)

The content of this publication does not reflect the official opinion of the North Atlantic Treaty
Organization or other official positions of organizations associated with its publication or its
contributors. Responsibility for the information and views expressed in this book lies entirely with
the authors and the editors.

NATO ISBN: 978-83-975616-3-2

© 2025 selection and editorial matter, Laurenz Furst, Ugurhan Berkok, David Last, Odin Bartsch.
Individual chapters, the contributors.

The right of Laurenz First, Ugurhan Berkok, David Last and Odin Bartsch to be identified as the
authors of the editorial material, and of the authors for their individual chapters has been
asserted in accordance with sections 77 and 78 of the Copyright, Designs and Patents Act 1988.

This work, Building Defence Capabilities for Future Uncertainty, edited by Laurenz First,
Ugurhan Berkok, David Last, and Odin Bartsch, is licenced under Creative Commons Attribution
NonCommercial ShareAlike Licence 4.0 by NATO DEEP e-Academy Press and the War Studies
University of Poland.

You are free to share, copy and redistribute the material in any medium or format. The licensor
cannot revoke these freedoms as long as you follow the licence terms:

@ Attribution — You must give appropriate credit and provide a link to the licence.

@ NonCommercial — You may not use the material for commercial purposes.

No Derivatives — If you remix, transform, or build upon the material you may not
distribute the modified material.



No additional restrictions — You may not apply legal terms or technological measures
that restrict others from doing anything the licence permits.

Notices:
You do not have to comply with the licence for elements of the material in the public
domain or where your use is permitted by an applicable exception or limitation.

No warranties are given. The license may not give you all of the permissions necessary
for your intended use. For example, other rights such as publicity, privacy, or moral rights
may limit how you use the material

Disclaimer: corporate logos and any other company or organization or branding represented are
specifically excluded from the Creative Commons Attribution NonCommercial ShareAlike
Licence 4.0 of this work and may not be reproduced without the express written permission of
the copyright holders.

Permissions:

Figure 3.1. Submarine Cable Map TeleGeography, submarinecablemap.com, Creative
Commons License: Attribution-ShareAlike 4.0 International (CC BY-SA 4.0).

Figure 4.1, Hierarchical Tactical Communication Architecture for Platoon-Level Operations, is
reproduced from Suomalainen, J., Julku, J., Vehkapera, M., & Posti, H. (2021), Securing public
safety communications on commercial and tactical 5G networks: A survey and future research
directions, IEEE Open Journal of the Communications Society, 2, 1590-1615, under the Creative
Commons Attribution 4.0 International License (CC BY 4.0). © 2021 The Authors.

Figure 23.1. World Military Expenditure by Region, 1988-2023, is reproduced with permission
from Tian et al. (2024), Trends in world military expenditure, 2023, Stockholm International
Peace Research Institute. © SIPRI. All rights reserved.

Figure 24.1. Typical SSCL Workplan.
Source: Space Strategies Consulting Ltd., 2025. Used with permission. All rights reserved.

Table 9.1: Differences between systems engineering and SoS “engineering” reproduced with

permission from: INCOSE. (2018). Systems of Systems Primer. International Council on
Systems Engineering (INCOSE). © INCOSE. All rights reserved.

vi



Table of Contents

Table of Contents

FIQUIES ... .t e e e e e e e e e e e e e eeeeeeeeeeeeeeaaeseeaessnaas ix
B =1 o1 L= PR Xii
CONHDULOIS ... e e e e e e e e e e e e e e e et et e et e et e e et e aaaasaasnnaaaeeees Xiv
AcKnowledgement.............ooooiiiiiiiiii e XXV
FOPQWOI. ...... et e ettt e e e ettt e e e e e ettt e s e eeeebba e e e eeeaeanaaans XXVi
List Of ADDreviatioNns.......... ... e e e e e e e e e e e e e e e e e e e e e e e eaeaaaaaaaas 29
INtrodUCHION .. ... Error! Bookmark not defined.
Section 1: Strengthening Domestic Defence............................... Error! Bookmark not defined.

Chapter 1: Integrating Human Rights and Emerging Technologies in Defence Capabilities: A
Framework for Ethical Resilience..........cccccvvviiiiiiiiiiiiiiiiiiiiiis Error! Bookmark not defined.

Chapter 2: Approaches to Assess Troop’s Resilience in Defense Error! Bookmark not defined.

Chapter 3: The legal challenges in the protection of submarine cable......... Error! Bookmark not
defined.

Chapter 4: Robustness of Tactical and Military Networks Against Natural Disasters and Hostile
Environments: A Comprehensive Analysis of Military Communication Systems ResilienceError!
Bookmark not defined.

Chapter 5: The role and legal status of military intelligence in combatting hybrid threats...Error!
Bookmark not defined.

Section 2: Modernization of Military Capabilities......................... Error! Bookmark not defined.

Chapter 6: Forming an Analytic Framework for the Communication of the Military Utility of
TeChNOIOgY ....ccceiiiiiiiiiiiiiii e Error! Bookmark not defined.

Chapter 7: The impact of hybrid threats on operations in modern warfare. . Error! Bookmark not
defined.

Chapter 8: Do Drones Dream of Transparent Battlefields? Dealing with Past and Future
Alternatives to the Tactical Crisis in Contemporary Warfare......... Error! Bookmark not defined.

Chapter 9: Negotiation as a Key Enabler Behind Multi-Domain Operations Error! Bookmark not
defined.

Chapter 10: A Contemporary Taxonomy of Information Warfare: An Analysis Proposal Based
on Scientific Production ............ccccovivieieeeeeiiiiiiiceeee Error! Bookmark not defined.

Chapter 11: The Significance of News as an Aspect of Information Operation in the South
China Sea ConfliCt.........ccooiiiiiiiiiiiiiire e Error! Bookmark not defined.

Chapter 12: Building EU defense capabilities for energy-tech hybrid warfare from Russia and
(O] 3110 F- U UUPURRPRPN Error! Bookmark not defined.

vii



Table of Contents

Chapter 13: Wargaming Tomorrow's Threats: Fostering Critical Thinking Through Simulation-
Based Learning ......cccooooiiiiiiiiiiiiiiiiiiiii e Error! Bookmark not defined.

Chapter 14: Geopolitical Futures and Force Structure Planning ... Error! Bookmark not defined.

Chapter 15: Terrorism in Armed Conflicts: A Breach of Norms or an Element of Strategic

Culture as per Example of the Russian Federation and Soviet Union......... Error! Bookmark not
defined.
Section 3: Improving Professional Military Education................ Error! Bookmark not defined.

Chapter 16: Shaping Our Future: Reflections and recommendations on professional military
education at the Royal Military College of Canada..............c........ Error! Bookmark not defined.

Chapter 17: Addressing the Digital Deficit in Professional Military Education ... Error! Bookmark
not defined.

Chapter 18: Critical thinking — what is it good for?.........cc.ccc........ Error! Bookmark not defined.

Chapter 19: Embracing Digital Transformation in Professional Military Education: Maintaining
Relevance, Resilience, and SUCCESS .........oevvuniiiniiiieiiiieieeinnneen Error! Bookmark not defined.

Chapter 20: Before ‘Skynet’: Cultivating Digital Phronesis in Canadian Military Professional
Development Programs .........ccceeieiiiiiiiimiimiiiiiieeeeeeeeeeeeeeeeeeeeeeeeees Error! Bookmark not defined.

Section 4: Fostering Public-Private Cooperation........................ Error! Bookmark not defined.

Chapter 21: Military Capability Development in Europe: Considering a Normative Ecosystem
PerSPECHIVE.....eeeiieie Error! Bookmark not defined.

Chapter 22: Enhancing European Ammunition Production: Strategic Responses and Challenges
....................................................................................................... Error! Bookmark not defined.

Chapter 23: Beyond the Battlefield: The Military’s Role in Climate Resilience Error! Bookmark not
defined.

Chapter 24: Force Multipliers: Providing Quality Advice to Defence and Security Stakeholders
....................................................................................................... Error! Bookmark not defined.

Chapter 25: Ethics and Morality During Military Armed Conflicts: A Dilemma of a Choice or an
Existing Possibility of NOrmS?!.........ccoiiiiiiiiiiiiiiieeeeeeeeee Error! Bookmark not defined.

Chapter 26: Unlocking Policy Performance with Organisational Innovation — Public-Private
Partnerships’ Potential for Grand Strategy Designs...................... Error! Bookmark not defined.

viii



Figures

Figures

Figure 2.1: An equations that reflects the interrelationship between the resilience and
performance of tWo 0ppOSING SIAES ..........c..ccouvveeiiiiiiiiiiee e Error! Bookmark not defined.
Figure 2.2: A system of Lotka-Volterra equations that reflects the mutual influence of two
OPPOSING SIAES .......coiiiiieieiee et e e Error! Bookmark not defined.
Figure 2.3: Dynamics of parameter changes with higher resilience of our unit (higher recovery
rate and lower losses during combat interaction) ........................... Error! Bookmark not defined.
Table 3.1: Comparing Aspects of UNCLOS Articles....................... Error! Bookmark not defined.

Figure 4.1: Hierarchical Tactical Communication Architecture for Platoon-Level Operations.
........................................................................................................ Error! Bookmark not defined.
Figure 4.2: Impact and Risk Assessment of Natural Disasters and Environmental Hazards.
........................................................................................................ Error! Bookmark not defined.
Figure 4.3: lllustration of the Integration between Stable Network Topologies and Mobile Tactical

Networking through SATCOM SyStems.............cccceeeeiiieeeiniiiieeeenns Error! Bookmark not defined.
Figure 4.4: Tactical Mobility Management Strategies. ................... Error! Bookmark not defined.
Figure 4.5: Mesh Network Features.............ccoooceeiiiiiicinieeeecennnnns Error! Bookmark not defined.
Figure 4.6: Space-Terrestrial Network Resilience. ........................ Error! Bookmark not defined.
Figure 4.7: Optimization of Wireless Communication and Frequency Management in Tactical

INEIWOIKS. ...t Error! Bookmark not defined.
Figure 4.8: Securing tactical communication from easily detectable to undetectable........... Error!

Bookmark not defined.
Figure 4.9: Communication Systems in Perspective: Contrasting Technical Capabilities and

APPIICALIONS..........eeeieeeeeeee et Error! Bookmark not defined.
Figure 4.10: Evaluating Communication Systems: A Comparative Analysis of Technologies and
Performance. ... Error! Bookmark not defined.
Figure 4.11: Enhancing power and energy resilience.................... Error! Bookmark not defined.
Figure 4.12: Enhancing urban research and Rescue Coordination.............. Error! Bookmark not
defined.

Figure 4.13: Core Functional Elements of Integrated Emergency Operations Centers........ Error!

Bookmark not defined.

Figure 6.1: illustrates the concept of Fighting power, or in Swedish, Krigféringsférmaga .... Error!
Bookmark not defined.

Figure 6.2: illustrates the Swedish Armed Forces' Traceability Model ........ Error! Bookmark not
defined.

Figure 6.3: illustrates the dynamics between capability components. The relational diagram,
referred to here as the Development-eight................cccccooeeennnen.. Error! Bookmark not defined.
Figure 6.4: illustrates a model of capability development where the development-eight is placed
in a context represented by scenarios and described across four decision horizons: here and
now, soon, then, and later. In a Swedish context, typically five years are added for progressively
longer decision horizons, corresponding to the political strategic defence review period. .... Error!
Bookmark not defined.

Figure 9.1: Critical Success Factors and Necessary Conditions for Achieving the Goal...... Error!
Bookmark not defined.



Figures

....... Error! Bookmark not

Figure 9.2: CRT - defining the problem links the UDEs to root causes
defined.

Figure 9.3: FRT — designing the solution through injections INJ 1-5...........
defined.

Figure 9.4: The prerequisites tree for injections INJ2 and INJ3.....Error! Bookmark not defined.

Error! Bookmark not

Figure 10.1: Article dispersion by year and number of citations, distributed in qualitatively
determined PEriOQS. ...............oui i Error! Bookmark not defined.
Figure 10.2: Publication patterns as analysed using changepoint package. Error! Bookmark not
defined.

Figure 10.3: Article dispersion by publication year and citations. Highlighted articles were
selected for qualitative analysis. ............cccccouucoiiiniiieieiniieeeieen Error! Bookmark not defined.
Figure 10.4: Distribution of documents by type...........cccocceeevcunen.. Error! Bookmark not defined.
Figure 10.5: Annual production by document type (1990-2024)...Error! Bookmark not defined.
Figure 10.6: Annual growth rate of scientific production (1994-2024)......... Error! Bookmark not

defined.

Figure 10.7: Cumulative scientific production (1990-2023)........... Error! Bookmark not defined.
Figure 10.8: Average citation count by publication year. ............... Error! Bookmark not defined.
Figure 10.9: Cumulative citations over time (1990-2024). ............ Error! Bookmark not defined.

Figure 10.10:

Relationship between output and citations: other document types Error!

Bookmark not defined.

Figure 10.11:
Figure 10.12:
Figure 10.13:
defined.

Figure 10.14:
Figure 10.15:
defined.

Figure 10.16:
Figure 10.17:
Figure 10.18:
Figure 10.19:
Figure 10.20:
Figure 10.21:
Figure 10.22:

Relationship between output and citations: articles.Error! Bookmark not defined.
Top-cited documents based on citation count. ........ Error! Bookmark not defined.
Top 20 most frequent authors by number of publications...... Error! Bookmark not

Top-cited authors based on total citations. .............. Error! Bookmark not defined.
Top-cited authors based on average citations per article. ..... Error! Bookmark not

Technology Dependency by Period......................... Error! Bookmark not defined.
Destinatary by Period. ..............ccccccooiiiiiimneeeeeinnnnnns Error! Bookmark not defined.
Relationship Tech x Destinatary. ..........c.ccccccccooeuu. Error! Bookmark not defined.
Target by Period. ..............ooocoimeiiiiiiiiiieeee e Error! Bookmark not defined.
Relationship Destinatary x Target..............ccccccocu.. Error! Bookmark not defined.
Relationship Tech x Target............ccccccoveeeeeeeinnnns Error! Bookmark not defined.

Distribution of analyzed articles by target, destinatary, technological dependency,

and publication period (1982-2024). ...........cccooueeeeeeieiiiciiieienaaeaannns Error! Bookmark not defined.
Figure 11.1: The source counts of the mainstream media and news platforms. Error! Bookmark
not defined.

Figure 11.2: Predicted Topic of News Articles................cccceuuenn.e. Error! Bookmark not defined.
Figure 11.3: Cloud of keywords on the topic of information operation and warfare in the SCS
based on the Countries mentioned. ...............cccccuuieeeiniieeeenienenn Error! Bookmark not defined.

Figure 11.4: Percentage of the Topic Findings

............................. Error! Bookmark not defined.

Figure 11.5: Sentiment Analysis Results on Tone......................... Error! Bookmark not defined.
Figure 11.6: Sentiment Analysis on Subjectivity and Polarity........ Error! Bookmark not defined.

Figure 11.7: Time Series Analysis on the South China Sea Issues.............

defined.

Error! Bookmark not



Figures

Figure 13.1: A comparative table mapping key cognitive biases to specific Structured Analytic
Techniques (SATs) that help counteract them, emphasizing the practical application of analytical
FOOIS. ... Error! Bookmark not defined.
Figure 13.2: A conceptual framework diagram illustrating how red teaming and SATs interact to
foster critical thinking by encouraging adversarial analysis, structured exploration of alternatives,

and systematic bias mitigation. ................ooueeomeeeeeiiiiiiiiieeeee e Error! Bookmark not defined.
Figure 13.3: A timeline representing the sequential phases of Wikistrat’s simulation-based
[€AITING PrOCESS. ... Error! Bookmark not defined.

Figure 14.1: Impact Uncertainty Axes and Alternative Futures......Error! Bookmark not defined.
Figure 14.2: Mapping the Four Worlds on the Continuum of Campaign Themes................. Error!
Bookmark not defined.

Figure 22.1: Units of ANAlYSIS ...........couooeeiiiiiiiieieee e Error! Bookmark not defined.

Figure 23.1: World Military Expenditure by Region, 1988-2023 ....Error! Bookmark not defined.
Figure 23.2: DIME Model of Climate Military Nexus...................... Error! Bookmark not defined.

Figure 24.1: Typical SSCL Workplan.............cccccoucooeiiiiceeenninnenn. Error! Bookmark not defined.

Xi



Tables

Tables

Table 3.1: Comparing Aspects of UNCLOS Articles....................... Error! Bookmark not defined.

Table 6.1: Presents a preliminary proposal for a framework for analysing communication around
technical forecasts within the context of capability development....Error! Bookmark not defined.

Table 9.1: Differences between systems engineering and SoS “engineering”.... Error! Bookmark
not defined.

Table 9.2: The TOC has four fundamental questions..................... Error! Bookmark not defined.
Table 9.3: The Categories of Legitimate Reservation.................... Error! Bookmark not defined.
Table 10.1: PRISMA protocol StePS .........c..ccouieueeeiiiiiieiee e Error! Bookmark not defined.
Table 10.2: Comparison of periodisations obtained through qualitative analysis and statistical
changepoint deteCHION. ...............ccccuueeeiiii i Error! Bookmark not defined.
Table 10.3: Coding scheme used to classify the articles by target, destinatary, and tech
AEPENAEBIICY. ....ceeeeiiiieeeee e e Error! Bookmark not defined.
Table 11.1: Topic Modelling ...............cccoeeeeiiiiiiiiiiieee e Error! Bookmark not defined.
Table 11.2: Trigram Analysis ReSUILS.............ccccoccimieeiiiiiiiiiiiiene, Error! Bookmark not defined.
Table 23.1:Summary of Key Policy Recommendations................. Error! Bookmark not defined.

Table 25.1: Knowledge Development and Individual Learning Expertise.... Error! Bookmark not
defined.

Table 25. 2: Knowledge Combination and Community Learning Effectiveness.. Error! Bookmark
not defined.

Table 25.3: PPP’s contribution to Grand Strategic Designs........... Error! Bookmark not defined.

Xii



Tables

Xiii



Contributors

Contributors

Robert Addinall (Ph.D., RMC, MA, BA University of Toronto) is a sessional instructor in
the Public Administration programme and History departments at the Royal Military College of
Canada and an independent strategic analyst. His prior work includes studies on Canadian
armoured vehicle procurement, the Future Security Environment (FSE) and the organizational
history of the Canadian Army Land Warfare Centre (CALWC). His research interests include
military history, history of technology, political science, and strategic foresight. Examples of his
publications include: "The Long Engagement: The Case of the Canadian Army's Multi-Mission
Effects Vehicles," in the Canadian Army Journal 14, no. 3, [2012]; Book Review of 12 Seconds of
Silence: How a Team of Inventors, Tinkerers, and Spies Took Down a Nazi Superweapon by Jamie
Holmes in Canadian Army Journal, 20.2, 2024; and, in collaboration, Addinall, Robert; Gizewski,
Peter, The Future Security Environment: Design and Science and Technology (S&T) Implications
for Army Functional Operating Concepts. Scientific Letter, DRDC-RDDC-2018-L304, Defence
Research and Development Canada, December 2018; and Addinall, Robert; Dizboni, Ali;
Gizewski, Peter, “Observations from Canadian Army Futures Work and the [Un]Changing
Character of War: Extremism and Maximalism 2016-2024” in KCIS 2023: The [Un]Changing
Character of War, edited by Alison Brown and Howard G. Coombs. Queen’s University Centre for
International and Defence Policy, 2023.

Pedro B. Agua: Professor Pedro Agua teaches General Management, Project
Management and Defence Systems Acquisition, as well as Negotiation at the Portuguese Naval
Academy. He has been the Portuguese Navy Research Centre Deputy Director from 2023 to the
end of 2024, and a national representative with the NATO STO for the Systems Concepts and
Integration, particularly with a Focus on Systems-of Systems and Complex Adaptive Systems. A
former Naval Officer, he combines his teaching profile with an extensive business background of
more than 28 years as senior manager, dedicated to cutting edge fields such as defence,
telecommunications and subsea industry, leading systems engineering and project management
teams across several countries. A former graduate from the Portuguese Naval Academy
specialized in Weapons and Electronics, he also holds an Executive MBA from AESE and IESE
Business School and a Ph.D. in Industrial Engineering and Management awarded by the University
of Lisbon.

Irhamni Ali is an experience Data scientist and hold PhD in Data Science from the
University of North Texas, He dedicated his career to advancing knowledge and innovation in the
field of data science. With the expertise, He have had the privilege of serving as a Lead Data
Scientist at the National Library of Indonesia, where He have leveraged data-driven insights to
drive informed decision-making and improve library services. Throughout 18 years of His career,
His research interests lie at the intersection of data science, machine learning, and advance data
analytics and published numerous papers on these topics. In the future, he will expect to contribute
to the ongoing conversation about the role of data science in the multidisciplinary perspective.

Lt-Col. Kent Andersson is currently senior lecturer and associate professor in Systems
Science for Defence and Security at the Swedish Defence University while still an active officer in
the Swedish Armed Forces. His research interests lie in systems for defence and security, with a
particular focus on the development of military capabilities and methods for assessing the
implications of technological advancements.

Xiv



Contributors

Mariana Grilli Belinotte is a PhD candidate in Military Sciences at Brazil's Army Command
and Staff College (ECEME), having completed a visiting scholar period at King's College London
(KCL). She holds a Master's degree in Law from the Federal University of Minas Gerais (UFMG)
and a Bachelor's degree in Law from the University of Sdo Paulo (USP). Her doctoral research
explores cyber power and its implications for defense and sovereignty. She has published in peer-
reviewed journals and has presented her work at international conferences, including the
International Studies Association Annual Convention and the International Society of Military
Sciences Conference. She is a columnist for Diario de Minas newspaper, contributing to policy
discussions on contemporary security issues and is currently a visiting professor in geopolitics at
Pontifical Catholic University of Minas Gerais (PUC Minas, Brazil).

Katerina Veljanovska Blazhevska, PhD, is a political scientist and analyst specializing in
public policy, security, and geopolitics. She is a Full Professor of Political Science at the Faculty
of Security Studies, MIT University in Skopje. Her international academic background includes
research and teaching at the War Studies University in Warsaw, the George C. Marshall European
Center for Security Studies in Germany, and Babes-Bolyai University in Romania. She has been
awarded prestigious international scholarships and fellowships, such as those from the University
of Oslo, the Visegrad Fund, and the Austrian Study Center for Peace and Conflict Resolution, and
received a Jean Monnet scholarship in cooperation with the Ukrainian Institute for Crisis
Management. Veljanovska Blazhevska is also a U.S. State Department SUSI Scholar (2021/22)
in American Foreign Policy and a Postdoctoral Research Fellow at Croatia’s Institute for
Development and International Relations (IRMO). She currently serves as the Management
Committee Member within the CA FOGOS CA23118 “Futures-oriented Governance of Outer
Space: Towards Peace, Equity, and Environmental Integrity”.

Dr. Abdellah Chehri, P.Eng., SMIEEE (chehri@rmc.ca) is a Full Professor in the
Department of Mathematics and Computer Science and Associate Vice Principal of Research at
the Royal Military College of Canada (RMC) in Kingston, Ontario. He also holds affiliate and
adjunct academic appointments at the Université du Québec en Outaouais (UQO), Université du
Québec a Chicoutimi (UQAC), and the University of Ottawa. Dr. Chehri earned his Ph.D. in
Electrical Engineering from Université Laval. His research interests span emerging technologies
such as the Internet of Things (loT), public safety communications, advanced wireless systems,
and the integration of artificial intelligence and machine learning into next-generation networks. He
has played a leading role in organizing and chairing several international conferences and
symposia, including serving as Program Chair for the International Conference on Human-Centred
Intelligent Systems and Tutorial Co-Chair for both the IEEE World Forum on Public Safety
Technology (WF-PST) and the IEEE Canadian Conference on Electrical and Computer
Engineering (CCECE). His involvement extends to key global events such as IEEE ICC,
Globecom, WCNC, and FNWF, where he has chaired tracks, symposia, and workshops. Dr. Chehri
is a licensed Professional Engineer in the province of Quebec and a Senior Member of IEEE. He
actively contributes to the Communications Society, Vehicular Technology Society (VTS), and
Photonics Society, advancing the global research community through editorial service, technical
program leadership, and collaborative innovation.

XV



Contributors

Captain William "Bill" Combes, USN (retired), is Director of Leadership and Management
Studies and Chair of the Digital Transformation and Artificial Intelligence Working Group at the
Baltic Defence College, Tartu, Estonia. With 27 years of naval service including submarine
command and Pentagon strategic planning roles, he leads strategic initiatives in military education
focusing on innovation leadership and management, critical thinking development, and Al
integration. An IPMA Level A certified portfolio director, his team delivers professional military
education across multiple courses, supervises research, and manages international partnerships
advancing project management excellence in multinational defence contexts. His current research
examines human-Al collaboration in professional military education, systematic approaches to
digital transformation in multinational institutions, and the development of transferable frameworks
for responsible Al adoption in military contexts. You can contact me at
william.combes @baltdefcol.org or https://www.linkedin.com/in/wmcombes/.

Vitor Placido da Conceicao is a Portuguese Navy Captain (Reserve) with over three
decades of operational and academic experience in navigation, maritime safety, and defence
education. A graduate of the Portuguese Naval Academy (1994), he served as Commanding
Officer at sea and held leadership positions in the Hydrographic Institute, Naval Research Centre,
and Naval Academy, where he was Academic Dean (2022—2025). He holds an MSc in Positioning
and Navigation Technology (University of Nottingham) and is completing a PhD at Chalmers
University of Technology, researching human factors, socio-technical systems, and resilience in
maritime navigation. A lecturer and researcher since 2014, his work bridges operational expertise
and innovation in defence education, simulation, and human-technology teaming. Now in reserve
status, he focuses on interdisciplinary research and advancing education and decision-support
systems for complex, high-stakes environments.

Anacleto Correia is an Associate Professor at the Portuguese Naval Academy, where he
lectures on Management and Information Systems. He holds a Ph.D. in Computer Science, an
M.Sc. in Statistics and Information Management, a B.Sc. in Management, and a B.Sc. from the
Portuguese Naval Academy. His research spans business and requirements engineering, software
development methodologies, process modeling, data mining, and machine learning. With over 30
years of experience leading high-impact software development projects, he has consistently
contributed to cutting-edge solutions across defense and enterprise domains. He is the author of
several books and has published more than one hundred peer-reviewed papers in international
journals and conference proceedings.

Ali (Al) G. Dizboni (Ph.D., MA, I'Université de Montréal) is an Associate Professor and the
Chair of MSS (Military and Strategic Studies Programme) at the Department of Political Science
and Economics at the Royal Military College of Canada. He is also an Associate Fellow with
leading research centers such as CIDP (Queens’ University). His current research include the
Formation of Wahhabi State in Saudi Arabia, the genesis of Ballistic Missiles in Middle East (three
case studies) and Right-Wing Radicalization in selected NATO Armed forces. Examples of his
publications include: in collaboration, A Hermeneutic Analysis of Military Operations in
Afghanistan, Palgrave-Macmillan; in collaboration “Future Trends of Canadian Military Operations
in Middle East”, , McGill & Queen’s University Press; journal paper “La République islamique et le
fait minoritaire” Diplomatie; book chapter in collaboration “The Terrorist Resourcing Model applied
to Canada’”, Journal of Money Laundering ; book chapter in collaboration, on Framing, Branding
and Explaining: A Survey of Perception of Islam and Muslims in Canadian polls, Government, and

Xvi



Contributors

Academia, Oxford University Press; Book chapter in collaboration on Instruments and
Arrangements Against Online Terrorism Relating To International Cooperation, with Taylor &
Francis Publisher. His latest publication in collaboration is with Parameters Journal on Developing
Strategic Lieutenants in the Canadian Army (2022) He is an occasional commentator for the
French, English/Persian media on different aspects of Middle East/Iranian politics and the
Canadian Foreign policy in the region. Dr Dizboni is fluent in four languages English, French,
Persian and Arabic.

Dorota Domalewska is an Associate Professor at the National Security Faculty, War
Studies University, Poland, where she also serves as Director of the Doctoral School. Her
interdisciplinary research lies at the intersection of security studies, communication, and education,
with a particular focus on social cybersecurity and political and social threats in the digital
information space. She has led and participated in several research projects funded by the Ministry
of Science and Higher Education, the National Science Centre, and the Ministry of National
Defence in Poland. Since 2016, she has been an Associate Editor and, since 2020, the Editor-in-
Chief of Security and Defence Quarterly. She is also an Editor of Applied Cybersecurity and
Internet Governance and a member of the Advisory Board of the Journal of Security Strategies
(Guvenlik Stratejileri Dergisi). In 2012, she was a lecturer at Stamford International University in
Thailand and, from 2012 to 2015, at Rangsit University, where she also held a research fellowship
in 2019.

Colonel (Retired) Andre Dupuis has over 35 years of experience in the Canadian Armed
Forces in Air Defence and Space operations, mission execution and strategic planning.
Throughout his career, he has been selected to lead numerous highly visible command and
transformational initiatives. He led the Canadian Space Cadre during his last 8 years in the service
and had a key role in the recognition of the importance of space operations to the Canadian Forces.
His last Job in the Department of National Defence was as the Acting /Director General Space and
the Director of Space Requirements, where he was responsible for all aspects of the delivery of
space capabilities to the Forces. Upon his retirement he founded Space Strategies Consulting
Limited, a company dedicated to providing trusted third-party advice to the commercial, civil, and
national security space enterprise.

Dr Maurizio Geri is an EU Marie Curie Postdoc fellow with a 3-year project between GMU
in Washington and Ca’ Foscari in Venice (currently seconded at GMF in Brussels) to research the
EU-NATO cooperation against Russian and Chinese hybrid warfare, in particular in the energy-
technology arena. He is also an ltalian Navy Lieutenant reservist, working as a Foreign Policy
Advisor for the MOD General Staff. He holds a PhD in International Security from ODU in
Virginia/US, an MA in Cultural Studies, and a BA in International Relations, from the University of
Florence, ltaly. He is a former analyst for various NATO bodies in the US (NATO ACT), ltaly
(CMRE/JFCNP), and Brussels (NATO HQ). He has experience with different think tanks in the US,
including the Carter Center, Washington Institute for Near East Policy, Global Policy Institute, and
the Center for Media and Peace Initiatives, and in ltaly (Center for the Innovation of Defense and
Euro Gulf Information Center). In his youth, he also worked as a field officer in the Global South
with different NGOs (including Peace Brigades International and Nonviolent Peace Force). He
published a book (https://link.springer.com/book/10.1007/978-3 319-75574-8), some academic
articles (https://digitalcommons.usf.edu/jss/vol17/iss3/2/), and several op-eds/journalistic articles
(https://muckrack.com/maurizio-geri/articles).

XVii



Contributors

Peter J. Gizewski is an Adjunct Professor in the Department of Political Science and
Economics, Royal Military College of Canada (RMCC), and Fellow at the Center for International
and Defence Policy, Queens University. A recently retired Defence Scientist with Defence
Research and Development Canada’s Center for Operational Research and Analysis (DRDC-
CORA), he served as Strategic Analyst to the Canadian Army Land Warfare Center (CALWC) for
over 20 years and was a core contributor to the CALWC’s Future Army Project - a multi-volume
study exploring the capability requirements for Canada’s Army -- circa 2040. He was educated at
the University of Toronto (Trinity College) and Columbia University. His research interests include
the future of deterrence, strategic foresight, United States foreign and defence policy and arms
control and disarmament.

Professor Luiz Rogério Franco Goldoni studies cybersecurity, cyber defense, and
strategic studies at Brazil's Army Command and Staff College (ECEME). He holds a PhD in
Political Science with emphasis in Strategic Studies from the Federal Fluminense University (2011)
and serves as coordinator of the Defense Management research line and the Cyber Power
Laboratory (LPCiber) at ECEME's Graduate Program in Military Sciences. His research focuses
on cyber power, cybersecurity, and cyber defense, with publications in peer-reviewed journals
including the Brazilian Journal of International Politics and Journal of Strategic Security. Dr.
Goldoni has supervised numerous master's and doctoral theses on cybersecurity topics and
participates in international academic conferences, including recent presentations at the
International Studies Association. He has contributed to policy discussions through publications in
major Brazilian newspapers and has been involved in Brazil's national cybersecurity policy
development.

Ahmed Abdel Hakam is a Solicitor-Advocate before the Higher Courts of England & Wales
and a French Avocat. He is a partner at Volterra Fietta in London and currently sits on the Dispute
Resolution Committee of the Law Society of England & Wales. He is also member of the
international law commission of the New York City Bar Association. Ahmed regularly advises and
represents States and multinational companies from North America, Europe and Asia, in disputes
relating to: the consequences of civil war on a State’s rights and obligations towards foreign
investors; legal issues arising from the existence of competing governments; transboundary
pipeline transit and transportation regimes; disputes relating to the construction of civil nuclear
projects; and related international law issues arising from State dislocation. The author thanks
Haoyu Rao, an associate at Volterra Fietta, for his research assistance in preparing this chapter.

Eerik Heldna is high ranking police officer, a reserve officer and a lecturer of law at the
Estonian Military Academy. He holds a Master of Law degree from the University of Tartu and is a
graduate of the FBI National Academy. Eerik has over 25 years of experience in law enforcement
and the security sector. He has also served as the Deputy Commander of the Military Intelligence
Centre. Throughout his extensive public service career, he has contributed to drafting national
defence-related legislation, including the intelligence chapter of the Estonian Defence Forces
Organisation Act and the National Defence Act.

Roland Hellberg (PhD) is a Senior Lecturer in War Studies at the Swedish Defence
University in Stockholm. He has over 25 years of research experience in the field of logistics and
more than 20 years of leadership experience in logistics-related operations. Dr. Hellberg’s current
research focuses on defence logistics, with particular emphasis on security of supply, defence
industry supply chains, the logistical implications of military expansion, the role of logistics in Host
Nation Support, and the integration of dual-use innovations and civilian resistance. He has

XViii



Contributors

published extensively in these areas, contributing significantly to both academic scholarship and
policy discussions on military logistics and national defence preparedness.

Veronika Hinman (born Poniscjakova) is Deputy Director and Senior Teaching Fellow at
the Portsmouth Military Education Team (PMET), University of Portsmouth, UK. She holds a PhD
in International Relations from the University of Nottingham, with a research focus on political
violence and terrorism. For the past six years, she has delivered professional military education
(PME) at two Royal Air Force bases: RAF Cranwell and RAF Halton, teaching officer cadets and
non-commissioned officers, respectively. This experience has shaped her academic interest in
PME as both a teaching practice and a research area. Her broader research interests include
international security, irregular warfare, and conflict studies. Veronika is a Fellow of the Higher
Education Academy and regularly appears on international broadcast media to comment on
defence and security issues.

Dr. Harry Kowal is a retired Brigadier-General and Principal Emeritus of the Royal Military
College of Canada (RMC). His 42 years of service includes 33 years as an Air Force Officer and
9 years as Principal RMC. He was appointed to command three times and served as Director
General Military Careers. His Governor-in-Council appointment as Principal carried with it
responsibilities as special advisor to the Minister of National Defence and Academic Advisory to
the Commander of the Canadian Defence Academy. He also served as an Executive Head with
the Council of Ontario Universities and Universities Canada and as President of the Canadian
Aeronautics and Space Institute. He is currently working as a consultant. Dr Kowal holds a
doctorate, three master’s degrees and professional military education (Command and Staff Course
and Executive Leadership Program (Canadian Forces College) and National Securities Program
(Australian Centre for Defence and Strategic Studies)).

Bagus Jatmiko is an Indonesian Navy officer who holds a PhD in Information Sciences
from Naval Postgraduate School in Monterey, California. With a strong blend of
academic expertise and operational experience, he has served in various command and
staff roles across multiple levels of the naval organization. His background gives him a
strategic perspective on maritime defense challenges, particularly in the Indo-Pacific
dynamic security environment. He currently leads the Wargame Center in the Indonesian
Naval Command and Staff College. His research and professional focus lie in defense and security
issues, particularly information operations and warfare, underwater infrastructure protection, and
the responsible-Al in the military domain. He is a firm advocate for integrating emerging
technologies to enhance national defense capabilities and maritime security posture. Furthermore,
he champions a holistic approach in forwarding the future of defense, which lies in harmonizing
cutting-edge technology with empowered personnel and agile organizations.

Maria Juczewska is a seasoned international professional with over a decade of
experience in research and study across Europe and the United States. She holds two M.A.
degrees and is currently a Ph.D. candidate in the Security Sciences at the War Studies University,
Warsaw. A graduate in International Affairs from The Institute of World Politics in Washington,
D.C., Mrs Juczewska specializes in international relations, U.S. statecraft, and the security
landscape of Central and Eastern Europe. Her research experience includes presentations at
international conferences in New York, Buffalo, Stockholm, Cracow, and Jastarnia, as well as
invited lectures at West Point Academy and Georgetown University. In 2018-2019 she doubled as
a Research Fellow in Polish Studies of the Victims of Communism Memorial Foundation, where
she focused on bringing Polish history to American audiences. As a perpetual learner, Mrs

Xix



Contributors

Juczewska brings a well-rounded and original perspective to her scholarly investigation in security
sciences.

Lt-Col Johanna Jungwallius is a Military Teacher at the Swedish Defence University. She
holds a Master’s degree in War Studies, with a focus on military strategy and security and defence
policy. At the Department of Systems Science for Defence and Security, she teaches theory and
research methodology within the Higher Officer Programme. She has previously served as Chief
of Staff at the tactical level and as Chief of Plans at the Air Warfare Centre. Her contribution to this
book draws on extensive experience in the Swedish Air Force, particularly in relation to capability
development and quality assurance. She is also engaged in academic research on norm dynamics
in security policymaking, with a peer-reviewed article forthcoming in
the Scandinavian Journal of Military Studies.

Lieutenant-Colonel Kyrre Tromm Lindvig (b. 1976) is an active-duty Norwegian Army
officer. He has served in a variety of positions on a tactical and operational level and has extensive
experience from international operations. Deployments include among others Afghanistan (both
ISAF and RSM), Mali (UN) and the Middle East (OIR). He is currently teaching at the Staff College
of the Norwegian Defence University College. He defended his Ph.D in cultural studies at the
University of Oslo in 2008. In addition, he was visiting research student at the Hebrew University
in Jerusalem 2011-2013 and he is an alumnus of the Senior SOF leadership course at the Nato
Special Operations University in Belgium. His research interests include special forces operations,
the role of humanities in military thinking and education, military and tactical intelligence as well as
cultural studies.

Martin Lundmark (PhD) is a Senior Lecturer in the academic institution Systems science
for defence and security at the Swedish Defence University in Stockholm. He has over 25 years
of research experience in the field of defence acquisition, defence industry, defence innovation
and related topics. His PhD Transatlantic Defence Industry Integration (2011) was published in the
field of business administration at the Stockholm School of Economics. Current research focuses
on defence logistics with particular emphasis on security of supply, and defence industry supply
chains; organization of military prototype development and dual-use innovation; multilateral arms
collaboration. He joined the Swedish Defence University in 2017. Prior to that he worked at the
Swedish Defence Research Agency (FOI) 1998-2017. He has been a guest researcher at MIT
(Boston) and Fondation pour la Recherche Stratégique (FRS, Paris). He has published in these
areas, contributing significantly to both academic scholarship and policy discussions on military
logistics and questions related to defence industry and defence acquisition.

Col. Oleksandr Maistrenko is a Doctor of Military Science and a Professor of the
Department of Special Operations Forces of the National Defence University of Ukraine. He is a
Specialist in Rocket and Space Systems, Aviation and Cosmonautics Engineer. He holds a Master
of Combat Application and Management of the Land Forces Units Actions and a Doctor of Military
Sciences, PhD in Military Arts, Professor in the Armaments and Military Equipment sphere. His
scientific interests are the evaluation of the effectiveness of the functioning of military systems,
Resilience of the functioning of human-technical systems, Military education, Training of PhD
students, Ballistics. He held various positions in the Armed Forces of Ukraine serving in several
combat roles including senior operator, service chief, battery commander, division chief of staff,
division commander; and several scientific roles such as doctoral student, leading researcher,
head of the research department, associate professor, professor, deputy head of the department,

XX



Contributors

and head of the department. He directly participated in the Russian-Ukrainian war in 2015, and
2022.

Marco Marsili is a researcher with a focus on international relations, international
(humanitarian) law, human rights, and the implications of emerging technologies on global 18
security. He holds a PhD in History, Security Studies and Defense and has published extensively
on topics related to cognitive warfare, cybersecurity, and the intersection of technology,
international (humanitarian) law and human rights. He has directed international research projects,
and collaborated with EDA, NATO STO, DIANA, and the Centre for Advanced Defence Studies
(CASD)/Institute for Defence Research and Analysis (IRAD) of the Italian Ministry of Defence. Dr.
Marsili is affiliated with Ca Foscari University of Venice, where he integrates the Research Institute
for International Studies, and can be reached at info@marcomarsili.it/marco.marsili@unive.it.
ORCID: 0000-0003-1848-9775. For further info: https://www.marcomarsili.it.

Mr. Jens Vesterlund Mathiesen is a Special Advisor and researcher at the Center
for Stabilisation, at the Royal Danish Defence College’s (RDDC) Institute for Strategy and War
Studies. He is the Head of Programme for the RDDC Afghanistan-Pakistan programme financed
by the Danish Peace and Stabilisation Fund, and has been researching security, defence and
diplomacy in the region and beyond. His teaching and research focuses primarily on international
stabilisation operations, Afghanistan after August 2021 and the role of climate change in military
affairs. He is the co-editor of the SUMS Anthology: “Still Here: Understanding and Engaging with
Afghanistan after August 2021” from 2024. He holds a master’s degree in political science from
Aarhus University.

Sandro Teixeira Moita holds a PhD in Military Sciences. He is a professor in the
Postgraduate Programme in Military Sciences at the Brazilian Army Command and General Staff
College. He teaches Strategy, Intelligence and Operational Art. He is the coordinator of Minerva,
the Conflict, Strategy and Intelligence Research Group. He acts as an advisor to several operations
of the Brazilian Army and the Cabinet of Institutional Security of the Presidency of the Repubilic.

Christopher J. Morris is a Wargaming and Modelling Subject Matter Expert with Calian
Europe, currently working at the NATO Joint Warfare Centre in Stavanger, Norway. He holds a
PhD in Law and has a strong academic and operational background in counter-terrorism, violent
extremism, and threat analysis. Prior to his current role, he served as a Teaching Fellow in Air and
Space Power at the University of Portsmouth, delivering professional military education in
partnership with the Royal Air Force. His experience also includes lecturing in policing and
international relations, and field experience in the middle east. Christopher has led funded
research projects, and regularly publishes on topics such as radicalisation, military pedagogy, and
digital learning. He is a Fellow of the Higher Education Academy and an active member of the
Military Operations Research Symposium and the Society for Terrorism Research.

Marsetio is a former Chief of the Indonesian Navy with the last rank of admiral. He is also
a full professor at the Indonesian Defense University (IDU), Jakarta, Indonesia, with a research
focus on the maritime security domain. He is currently positioned as the special advisor for the
minister of science and high education of the Republic of Indonesia. He has extensive experience
in both academic and practical aspects of maritime security. During his time as the Chief of the
Navy, his focus is to build collaboration between the ASEAN navies in the framework of
confidence-building measures (CBM). In his time now, he is a prolific writer and a keen researcher

XXi



Contributors

with writings in articles, journals, and books. His focus is mostly on maritime security in the South
China Sea.

A/SLt Isaac Nitschke is a graduate of the Royal Military College of Canada with a
bachelor’s in military and strategic studies. Upon graduation, he commissioned as an officer in the
Royal Canadian Navy and began graduate studies at Queen’s University (Kingston, Ontario),
pursuing a Master of Arts in Political Studies focusing on International Relations. His research
interests focus on defence and security policy, in particular maritime security, information warfare,
and hybrid warfare.

Tali Neumann is the Head of Marketing and Digital Platforms at the crowdsourced
consultancy Wikistrat. She holds a B.A. in Psychology and Business Administration from Tel Aviv
University (TAU). With nearly a decade of experience in media-related roles, she has worked in
public relations and advertising, served as a military journalist in the Israeli Defense Forces (IDF),
and later as a commander at the IDF Spokesperson's Military Journalists' course.

Megghi Pengili specialises in defence innovation governance, defence ecosystems and
knowledge management, energy defence resources and cybersecurity in the Eastern
Mediterranean, Al-Public Private Partnerships and Anticipatory Governance in defence, and other
defence issues. She is a Visiting Fellow at the University of Leeds, where she obtained her PhD
in Innovation’s Governance and Defence Studies. She holds an MA in International Relations from
the University of Sussex and an Executive Master in EU Studies from the Centre Internationale de
Formation Européenne. Two- time “George C.Marshall Centre” Scholar (2007 &amp; 2025) and
Blavatnik Centre for Interdisciplinary Cyber Studies Visiting Fellow (2021-24), she has received
many European and international scholarships. She worked in national and international defence
establishments before academics. She has taken numerous military and defence courses in ltaly,
her native country, and abroad. She was Civil Wars Journal’s Assistant Editor (2022-24). Megghi
joined TRENDS US as Senior Advisor in March 2025.

Anne Reiffenstein, CD, is a retired artillery officer who served in the Canadian Army for
28 years, joining in 1989 as part of the early generation of women in the combat arms. Throughout
her career, she took on diverse roles in operations, strategic and tactical planning, defence
resource management, professional military education, training development, and leadership.
Following her military career, Anne has embraced new challenges, hosting and producing
podcasts and multimedia projects, teaching in business schools and professional military
education programs, and consulting on learning development, education, and military professional
development. She is a Doctoral candidate in Business Administration at Royal Roads University,
exploring digital phronesis—the intersection of digital ethics, decision-making, and leader
development—with a focus on how to cultivate it in leaders.

Lt-Col. Patrik Stensson holds a MSc in engineering physics and a PhD in Informatics from
Uppsala University. He is currently the Chief Scientist of the Swedish AirForce and is also a lecturer
at the Swedish Defence University. His research interests lie in the (necessity of the) human role
in making technology truly useful (and morally justified), in practice, and therefore in particular the
difficult human position (regarding for example possibility of control and responsibility) in relation
to Al-enhanced information systems and so-called autonomous systems.

XXii



Contributors

Col. Viktor Savchenko (born 19 July 1980) is an officer in the Marine Corps of the Armed
Forces of Ukraine. He holds a master’s degree in strategic studies (USA, 2022) and in Combat
Employment and Command of Ground Forces Units (National Defense University of Ukraine,
2015). He has extensive command and staff experience at operational and operational-strategic
levels, including roles as Chief of Combat Training of an Airborne Brigade and Chief of Operations
of the Marine Corps Command. He served in peacekeeping missions in Iraq (2004—2005) and
Kosovo (2008—-2009), and participated in NATO exercises in North Macedonia, Poland, Jordan,
and Montenegro. He has collaborated with international working groups to coordinate foreign
partner support. His professional expertise includes planning, evaluation, and implementation of
transformation processes in the Armed Forces of Ukraine, as well as operational-level risk
management. He is married and has three children.

Dr. Khalid Mahmood Shafi is an accomplished researcher, academician, and practitioner,
with three decades of experience in climate change, disaster management,
policy advocacy, conflict resilience, and security. He served in a senior leadership role,
commanding operations in conflict zones for over three years, and also a year with UN.
Academically, Dr. Shafi has been Professor of Practice at NUST and served as Director
at ISSRA, leading strategic research initiatives. He earned a postdoctoral fellowship at
Copenhagen Business School and holds a PhD, focused on climate—security nexus. He
has authored two books on climate policy (one with a foreword by former UN
Secretary General Ban Ki Moon), published extensively in peer reviewed journals, and
serves as editor of a reputed journal. He has designed and taught postgraduate and
professional courses on climate securitization and is a frequent speaker at academic
forums. He can be reached at LinkedIn and khalidmayo @hotmail.com

XXiii



Contributors

XXiv



Acknowledgement

The idea for an international collaboration between defence universities in small countries
was born in discussions between Allard Wagemaker and Alexander Bon of the Netherlands
Defence Academy (NLDA) and Walter Feichtinger of the Landesverteidigungsakademie (LVAK).
The International Society of Military Sciences was launched in Amsterdam in May 2008 by
representatives of the Austrian National Defence Academy, the Netherlands Defence Academy,
the Baltic Defence College, the Norwegian Defence University College, the Swedish Defence
University, the Royal Danish Defence College, the Finnish National Defence University, and the
Royal Military College of Canada. The vision, energy, and continuing engagement of Walter
Feichtinger (Austria), Hannu Kari (Finland), Alexander Bon (Netherlands), Niels Bo Poulson
(Denmark), and the many other representatives and supporters from each institution have been
essential to continuing the life of this organisation. The 16 annual conferences, rotating between
institutional members, and the periodic workshop events for graduate students or on specific
themes have made the ISMS a vibrant part of the international ecosystem for professional military
education. It could not have evolved without the support of the Deans, Rectors and commandants
who make up the uneasy constellation of professional duty and academic freedom in each of our
member institutions. At critical junctures, leaders have stepped up to rescue the ISMS when it
threatened to cease working. Alexander Bon launched the Society’s first website hosted in the
Netherlands. Ryszard Szpyra brought Poland into the Society in 2016. Anders Sookermany
(Norway) picked up the 2017 conference at short notice, and Ryszard Szpyra (Poland) hosted the
tenth anniversary conference in 2018, inviting Commandants and Rectors to rejuvenate the
Society and reaffirm its mandate. Harry Kowal (Canada) found funding for the Society’s website,
which is now funded by Canada until 2028. Hannu Kari (Finland) and David Last (Canada)
mounted virtual conferences during the global Pandemic of 2020 and 2021. Anders Sookermany
(Norway) has led the editing of the Handbook of Military Sciences, published by Springer and now
available online free thanks to funding from the Norwegian Defence University College. Paulo
Marreiros brought Portugal into the Society in 2023, and Andreas Rudisuli has shepherded
Switzerland’s accession successfully. Kjell Engelbrekt (Sweden) negotiated the publication
arrangement with NATO DEEP under which this volume and the preceding book of abstracts has
been made available free online.

Everyone involved in this project has incurred many debts to insure its timely and effective
completion.

XXV



Foreword

Foreword

There are at least three reasons behind the abrupt shift, in the first half of the 2020s, from
drowsy inattention to a reinvigorated focus on building new and better defense capabilities. One
reason is the dizzying speed of technological evolution in the world’s most advanced economies
driven by rapid scientific innovation, intense competition and corporate profit-seeking, as well as
war itself. Another is the growing political ambitions of several world leaders, apparently seeking
to break free from the relative complacency of their post-Cold War predecessors. A third reason
is the sheer necessity of scaling up defense forces and improving the skills of military
professionals, in order to be in a position to deter and defend against adversaries not seldom
influenced by the two aforesaid developments.

This volume speaks primarily to the latter set of issues. The powerful impetus
experienced by governments and institutions charged with building new and better defense
capabilities will no doubt serve to energize and accelerate the efforts of people, businesses and
military organizations in the second half of the 2020s and beyond. The same goes for academies
and universities responsible for the research and education of soldiers, officers and auxiliary
civilian staff. It is not enough to simply ramp up production and activities, relying on legacy
programs and generic knowledge. Before scaling up, military educational institutions must take
into account how the world of warfare is changing in ways that substantively alter the
preconditions for tactics, operations and strategy. Moreover, tomorrow’s war will be fought with
the capabilities that we design, acquire and deploy today (as well as with yesterday’s
equipment), along with doctrine developed to align with the former. In part, this presupposes
careful reflection and planning rather than short-termism, so that defense capabilities are up to
the tasks of the future. That being said, we also need to suppress the understandable desire to
consistently optimize the new capabilities which we procure and instead make room for
pragmatic adaptation and subsequent improvement once systems come online. Key qualities
going forward must be defense capabilities that can be mass produced, are agile and deployable
across a wide range of contingencies, and the software of which can be easily updated. For
defense forces that rely on conscripts, ease of use must be factored in already at the design
stage.

The 2024 ISMS Annual Conference placed a premium on scholarly and military-
professional contributions that revolved around the overarching theme of competing priorities at
a time of rising military expenditures: “Scaling Up, Learning Lessons, Ensuring Quality.” In
putting together this volume based on papers that in one way or another addressed this theme in
the context of building defense capabilities, the authors and editors have sought to enhance our
understanding of how to best weigh options that live up to all three of those fundamental
objectives. In the transatlantic area and across the world, many of us will be preoccupied with
getting the right blend of such priorities in the coming five to ten years.

Kjell Engelbrekt
President, International Society of Military Sciences (ISMS)

28 July 2025

XXVi



Foreword

Preface

In September 2024 soldiers and scholars from more than twenty countries gathered at the
Swedish Defence University in Stockholm to present and discuss new research at the annual
conference of the International Society of Military Sciences. The conference theme of Scaling Up,
Learning Lessons, Ensuring Quality gave participants an opportunity to reflect on the rapid
changes to global security since Russia’s invasion of Ukraine in 2022. The Book of Abstracts has
now been published as a record of every paper presented at the Conference. This volume serves
to continue the discussion of a subject central to the military profession and national security. How
can small countries build defence capabilities for an uncertain future?

Since September 2024, the world has become more uncertain, with continuing and
evolving wars in Ukraine and the Middle East, and a new tariff war threatening to undermine the
stability of the global economy while the US pushes its allies to spend more on defence. Parallel
to the ISMS conferences in Stockholm (September 2024) and Amsterdam (October 2025) the
NATO Defence Economics Working Group has met in Bordeaux and will produce papers by
distinguished defence economists on how best to achieve and take advantage of the new and
higher spending targets. As we focus on building capabilities in small countries, defence
economics becomes everyone’s business. These papers will be published separately.

The four sections of this collection address strengthening domestic defence, modernizing
military capabilities, improving professional military education, and fostering public-private
cooperation. Authors hail from the member and partner countries of ISMS, and we are pleased to
welcome individual contributors from other countries, whether or not they are small and
democratic. Contributions at the ISMS are welcomed from young scholars and new practitioners,
and from grizzled veterans who bring decades of experience to the discussions. We are grateful
to the many reviewers who have helped to advance the essential work of the Society, and our
thoughts are with those who struggle for the security of their countries and the safety of their
citizens in difficult times.

International Society of Military Sciences

Laurenz Furst David Last
Austrian Ministry of Defence Royal Military College of Canada
Chair of ISMS Working Group on Security 2025 President Secretary

and Defence Policy Kingston

Vienna

Ugurhan Berkok Odin Bartsch
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List of Abbreviations

ADF - Australian Defense Force

Al - Artificial Intelligence

ALE - Automatic Link Establishment

AMOS - Arctic Mobile Observation System

AOTD - Latvian Ministry of National Defence (Antrasis operatyviniu tarnybu departamentas)
APTSs - Advanced Persistent Threats

ASAP - Act in Support of Ammunition Production

BLOS - Beyond-Line-of-Sight transmission

BLS - Bureau of Labor Statistics

BMOAQ - Basic Military Officer Qualification

C2 - Command and Control

C2IS - Command and Control Information Systems

CAF - Canadian Armed Forces

CBP - Capability Based Planning

CCoR - Cadet Chain of Responsibility

CDS - Cross-Domain Solutions

CIMIC - Civil-Military Cooperation

CO, - Carbon Dioxide

CPSA - Canadian Political Science Association

CRMs - Critical Raw Materials

CRT - Current Reality Tree

CSF - Critical Success Factors

DAS - Distributed Acoustic Sensing

DE - Desirable Effects

DEIC - Defense Environmental International Cooperation
DIANA - Defence Innovation Accelerator for the North Atlantic
DIB - Defence Industrial Base

DIL - Disconnected, Intermittent, and Limited Networks.
DIME+E - Diplomacy, Information, Military, Economy, + Environment
DOD - US Department of Defense’s

DRC - Disaster Response Communications

DSA - Dynamic Spectrum Access

DSSS - Direct Sequence Spread Spectrum

DTAIWG - Digital Transformation and Artificial Intelligence Working Group
DTIB - Defence Industrial and Technological Bases

EDA - European Defence Agency

EDF - European Defence Fund

EDI - Equity, Diversity and Inclusion
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EDIP - European Defence Industry Program
EDIRPA - European Defence Industry Reinforcement through common Procurement Act
EDIS - European Defense Industrial Strategy

EDRT - European Defence Research & Technology
EDT - Emerging and Disruptive Technologies

EDTIB - European Defence, Technological and Industrial Base
EDTs - Emerging Disruptive Technologies

EEZ - Exclusive Economic Zone

EFIS - Estonian Foreign Intelligence Service

EMIC - The Estonian Military Intelligence Centre
EMP - Electromagnetic Pulse

EU - European Union

EW - Electronic Warfare

FCAS - Future Combat Air System

FHSS - Frequency Hopping Spread Spectrum

FRT - Future Reality Tree

FSO - Free-space optical

GDPR - General Data Protection Regulation

GenAl - Generative Al

GEO - Geostationary Satellites

GMACCC - Global Military Advisory Council on Climate Change
GRU - Russian military intelligence

HF - High-Frequency

HIPS - Host-Based Intrusion Prevention Systems
HUMIT - Human Intelligence

IAl - Israel Aerospace Industries

IBTS - Individual Battle Task Standards

IDF - Israel Defense Forces

IEEE 802.1AE - MACsec

IFTS - International Flight Training School

IHL - International Humanitarian Law

IHRL - International Human Rights Law

IJVs - Joint Institutional Ventures

INS - Intermediate Nodes

0BT - Internet of Battlefield Things

IOMT - Internet of Military Things

IPR - intellectual property rights

ISE - Initial Support Estimate

ISR - Intelligence, Surveillance, and Reconnaissance
ISS - Estonian Internal Security Service
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ITS - Intelligent Tutoring Systems

JAS - Security Authorities Act (julgeolekuasutuste seadus)
JIT - Just-in-Time

JRC - European Commission Joint Research Centre's
KAP - Knowledge, Attitude, and Practice

KAPO - Estonian Security Police (Kaitsepolitseiamet).
KKS - Defence Forces Organisation Act (kaitsevae korralduse seadus)
KM - Knowledge Management

LAWS - Lethal Autonomous Weapon Systems

LEO - Low Earth Orbit Satellites

LGS - Leonardo Global Solutions

MDO - Multi-Domain Operations

MEO - Medium-Earth Orbit Satellites

MFA - Multi-Factor Authentication

MIC - Military-Industrial Complex

MIDD - Latvian Defence Intelligence and Security Service, (Militaras izldkoSanas un drosibas
dienests, salsinati)

MIPvV6 - Integration of Mobile IPv6

MNs - Mobile Nodes

MoD - Ministry of Defence’s

MP - Military Police

NATO - North Atlantic Treaty Organization

NC - Necessary Conditions

NCOs - Non-Commissioned Officers

NEMO - Network Mobility Protocols

NKVD - People's Commissariat for Internal Affairs
NOAA - US National Oceanic and Atmospheric Administration
Nordefco - Nordic Defence Cooperation

NPM - New Public Management

NVIS - Near Vertical Incidence Skywave

Ol - Organisational Innovation

OSINT - Open-Source Intelligence

PD - Professional Development

PER - Performance Evaluation and Review

PFS - Perfect Forward Secrecy

PL - Project Leader

PLARF - The People’s Liberation Army Rocket Force
PMCs - Private Military Companies

PME - Professional Military Education

PMIPv6 - Enhancements to Proxy Mobile IPv6

31



PMO - Program Management Office

PPPs - Public Private Partnerships

PPT - Physical Performance Test

QKD - Quantum Key Distribution

R&T - Research and Technology

RF - Radio Frequency

Riigikogu - Parliament of Estonia

ROC - Resistance Operating Concept

ROTP - Regular Officer Training Plan

S&T - Science and Technology

SAB - Constitution Protection Bureau (Satversmes aizsardzibas birojs)
SAFE - Security Action for Europe

SATCOM - Satellite Communication

SCS - South China Sea

SDN - Software-Defined Networking

SDP - Software-Defined Perimeters

SDRs - Software-Defined Radios

SECI - Socialization-Externalization-Combination-Internalization
SFIA - Skills Framework for the Information Age

SHF - Super High Frequency

SIGNIT - Signals Intelligence

SIPRI - Stockholm International Peace Research Institute
SMEs - Small and Medium Enterprises

SOEs - State-Owned Enterprises

Sol - System of Interest

SoS - Systems-of-Systems

SSCL - Space Strategies Consulting Ltd

TACSAT - Tactical satellite communications

TCNs - Tactical Communication Networks

TCP/IP - Transmission Control Protocol/Internet Protocol
TOC - Theory of Constraints

TSR - Time, Space, and Relative Strength

UAE - United Arab Emirates

UAVs - Unmanned Aerial Vehicles

UDE - Undesirable Effects

UHF - Ultra-High Frequency

UK - United Kingdom

UN - United Nations’

UNCLOS - United Nations Convention on the Law of the Sea
UNDP - United Nations Development Programme
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UNEP - United Nations Environment Programme

UNESCO - United Nations Educational, Scientific and Cultural Organisation
UPS - Uninterruptible Power Supplies

USAFNC - US Air University Negotiation Centre

VC - Axon Ventures Capital

VDD - Latvian State Security Service (Valsts drosibas dienests)

VHF - Very High Frequency Radios

VSD - Latvian civilian intelligence service (Valstybés saugumo departamentas)
WHO - World Health Organization

WPNP - US West Point Negotiation Project

ZT - Zero Trust

ZTA - Zero Trust Architecture
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