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In the rapidly evolving international security landscape, the challenges presented by modern
warfare and grey zone conflicts are multifaceted, manifesting intricate obstacles for smaller states
striving to safeguard their security, sovereignty, and the welfare of their citizens. This paper aims
to unveil the conclusive findings derived from the "Modern War and Grey Zones" project – a
specialized initiative meticulously crafted for small states within the ISMS War Studies Group
(WG1). This project involved a consortium of scholars and experts who collaborated to tackle
various state security challenges. Hence, our objective was to explore the array of issues that small
states must consider when formulating and preserving their security measures in the face of the
complex international security environment shaped by modern warfare and grey zone conflicts.
Our exploration traverses various dimensions, commencing with a comprehensive analysis of how
to grasp the intricacies of modern warfare and grey zone dynamics. We underscore the necessity
of acknowledging the broadening conflict arenas, including pressing concerns such as climate
change, environmental degradation, the burgeoning space domain, and the increasingly pervasive
cyber realm. Furthermore, we stress the importance of identifying the key actors within this
evolving conflict landscape. Moreover, our discourse extends to encompass policy formulation,
strategic planning, and crisis management within the context of modern warfare and grey zone
conflicts, highlighting the critical role of intelligence and logistical cooperation. We offer insights
into deterrence strategies and effective violence management, advocating for a thorough
examination of issues related to cyber operations, information warfare, lawfare, and the intricate
dynamics of power. Additionally, we emphasize the pivotal role played by international
organizations in addressing the challenges posed by modern warfare. Furthermore, we
underscore the significance of understanding societal and individual behavior in response to grey
zone threats, with a particular focus on maintaining social cohesion amid turmoil. In this regard,
we stress the importance of identifying factors that may contribute to the erosion of state
stability, as well as the importance of leveraging primary social organizations to comprehend grey
zone conflicts. Through this comprehensive analysis, we aim to illuminate the complexities
encountered by small states as they navigate the contemporary security landscape, offering
valuable insights and recommendations to strengthen their security frameworks effectively.
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