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Warfare is changing. While modern conflicts still rely on traditional methods, the cognitive
domain is also becoming an increasingly prominent arena. Yet, despite its increasing significance,
there remains a notable gap in the scholarly understanding of its legal, ethical and psychological
implications. In response, the newly launched “Understanding Cognitive Warfare” project
examines legal aspects of cognitive warfare and role of vulnerability and resilience in exposure to
disinformation. First, cognitive warfare continues to lack a substantiated definition suitable for
the development of a comprehensive legal framework. Our analysis focuses on establishing a
robust conceptual foundation, arguing that cognitive warfare should be understood as the
disruption and influencing of cognitive processes to secure military advantage. Although
international law provides a limited framework addressing the objectives and effects of cognitive
attacks, it falls short in regulating the continually evolving technologies employed in cognitive
warfare. This creates a persistent dynamic akin to a ‘cat-and-mouse’ game between international
legal norms and the advancing capabilities of cognitive operations. Second, there is a need for
psychological insight into how influence through disinformation plays a role in vulnerability and
resilience within the Dutch Armed Forces. Existing research often emphasizes resilience but
provides little understanding of how vulnerabilities to opposing narratives actually operates.
Studies on vulnerability to disinformation tend to focus on either individual or macro-level
variables and are often characterized by a limited theoretical foundation. This study seeks to
develop a comprehensive framework showing how multidisciplinary psychosocial mechanisms
interact across micro, meso, and macro levels. Narratives — strategically constructed storylines
that shape perception and behavior in cognitive conflict — appear to play a key role in these
multilevel dynamics. By combining psychological insight and legal clarity, this project aims to
advance a more theoretically robust and integrated understanding of cognitive warfare, to
address the disruptive strategic potential of cognitive warfare.



