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“A democratic system as a whole suffers when the infrastructure of the public can no longer draw the 
attention of citizens to the relevant issues that require decision-making and can no longer guarantee the 
formation of competing public opinions, i.e. qualitatively filtered  opinions.”

Jürgen Habermas (2021) in: Überlegungen und Hypothesen zu einem erneuten Strukturwandel der politischen
Öffentlichkeit.”



Whoever controls AI first controls the world.
Vladimir Putin in 2017



AGENDA
• What is AI – and what is it not?

• How is Russia exploiting AI for influence?

• How is Russia exploiting AI in Ukraine?

• What are the effects of AI exploitation for influence?



WHAT IS AI?

“The science and engineering of making intelligent machines”
John McCarthy (1955)



WHAT IS AI?

Marketing Term



WHAT IS AI?

Machine Learning (ML) computer agents improving their perception, knowledge, thinking, or actions 
based on experience or data. For this, ML draws from computer science, statistics, psychology, 
neuroscience, economics and control theory. 



HOW RUSSIA IS USING AI FOR INFLUENCE



HOW RUSSIA IS USING AI FOR INFLUENCE

Russian Reflexive Control



HOW RUSSIA IS USING AI FOR INFLUENCE

- Deep Fakes

- Narrative Distribution

- Creating artificial online persona



HOW RUSSIA IS USING AI FOR INFLUENCE

- Coordination of bots

- Generating content

- Gaming social media algorithms 



HOW RUSSIA IS USING AI FOR INFLUENCE

- Information Operations
- Targeting of Western supporters (unnecessary prolonging of war, cost of 

sanctions,)

- Targeting of Ukrainian forces (3 day operation, nuclear weapons)

- Targeting of “Global South” (USA and West is responsible for war)



EFFECTS OF AI EXPLOITATION FOR INFLUENCE

• Increased surveillance

• Noise

• Disinformation  

• Misinformation



Distraction



Increased Attention Competition



EFFECTS OF AI EXPLOITATION FOR INFLUENCE

• Information Saturation

• Information Overload

• Information Suffocation

• Information Apathy



EFFECTS OF AI EXPLOITATION FOR INFLUENCE

Information Paralysis



EFFECTS OF RUSSIAN AI EXPLOITATION FOR INFLUENCE

Loss of Agency



Thank you!
Pierre Jolicoeur and Anthony Seaboyer 


